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COMPLIANCE TESTING ENGINE FOR
INTEGRATED COMPUTING SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application is a continuation of U.S. patent
application Ser. No. 13/729,488, entitled: Compliance Test-
ing Engine for Integrated Computing System, filed on Dec.
28, 2012, which claims priority to from U.S. Provisional
Patent Application No. 61/693,221, entitled: Controlling
Converged Infrastructure, filed on Aug. 24, 2012, the con-
tents of both of which are incorporated herein by reference.

BACKGROUND

The invention is in the field of data processing (comput-
ing) systems, and more particularly in the field of testing
computing systems for compliance with configuration
requirements.

Compliance testing is used to compare the actual con-
figuration of a computer to a specified or “benchmark”
configuration. In some cases, for example, an organization
such as the government or a corporation may require that a
computer have a particular configuration to satisfy security
or interoperability needs. The benchmark configuration may
identify various hardware and software elements required
for compliance, as well as required values of attributes of the
elements. For example, a benchmark may identify an oper-
ating system (element) as well as a revision level (attribute)
of the operating system that is known to provide certain
security-related functionality.

The US government sponsors a suite of security-related
specifications and other resources under an umbrella known
as Security Content Automation Protocol or SCAP. Included
in this suite are XML -based languages for expressing con-
figuration benchmarks and compliance testing. SCAP tech-
niques have been used for compliance testing computers
such as government-issued portable computers, as well as
for other components of data processing systems such as
network switches.

SUMMARY

Data processing systems may be relatively complex col-
lections of various different types of components, including
for example computers, storage devices or subsystems, and
network components such as switches. There is a need for
compliance testing of such complex data processing systems
in an efficient manner.

While existing compliance testing techniques can be used
with respect to individual components of a system, such as
for a network switch for example, there are shortcomings to
such techniques as their limitation to use with individual
components makes them ill-suited for testing a system
having a complex collection of distinct components. For
example, such existing techniques cannot effectively capture
dependencies among the different components in an auto-
mated way. One test may be used to identify presence of a
certain network switch as well as its configuration, for
example, and another to identify a configuration of a com-
pute server. However, there may be required relationships
between those two configurations, such as required revisions
of respective software or firmware components for proper
interoperability or security. It may be necessary to rely on an
administrative, human-implemented procedure to express
and test for satisfaction of such relationships.
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2

The above difficulties may be more pronounced when
data processing systems are deployed using complex but
well-defined building blocks. As computer technology has
progressed with ever greater levels of integration, it is
possible to create an entire integrated computing system
having compute, storage and network elements as such a
discrete building block, usable to provide well-defined and
scalable computing platforms for a variety of applications.
Efficient automated testing of such complex integrated com-
puting systems is desirable.

Methods and apparatus are disclosed for testing whether
an integrated computing system complies with a predeter-
mined configuration benchmark, which is expressed as a
collection of rules in a first set of markup-language state-
ments such as XML. The integrated computing system
includes interconnected components of different types,
which may be selected from a server type, a network switch
type, and a storage subsystem type for example.

A disclosed method includes parsing the rules to obtain
test definition identifiers identifying test definitions in a
second set of markup-language statements. Each test defi-
nition includes a test value and an attribute identifier of an
attribute of a component of the system, where the attribute
has an actual value to be tested against the test value. The
attribute identifier identifies an object in an integrated object
model for system management information for the compo-
nents of the system. The integrated object model expresses
physical and functional relationships among all the compo-
nents of the integrated computing system. Thus the object
model reflects the system as a whole, enabling uniform
access to management information about all the components
s0 as to enable automated testing for relationships among
them.

The method includes invoking an interpreter for the
second set of markup-language statements. The interpreter is
invoked with the test definition identifiers from the rules to
process the corresponding test definitions to (a) access the
management database using the attribute identifiers of the
test definitions to obtain the actual values for the corre-
sponding attributes, and (b) compare the obtained actual
values to the test values of the test definitions to generate
comparison result values indicating whether the attribute is
in compliance with the rule containing the test definition
identifier. This comparison result values can be stored or
communicated as compliance indicators to a human or
machine user.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages
will be apparent from the following description of particular
embodiments of the invention, as illustrated in the accom-
panying drawings in which like reference characters refer to
the same parts throughout the different views.

FIG. 1 is a block diagram of a data processing system;

FIG. 2 is a block diagram of an integrated computing
subsystem;

FIG. 3 is a block diagram of a system management
subsystem;

FIG. 4 is a block diagram of a compliance engine;

FIG. 5 is a high-level flow diagram of compliance testing;

FIGS. 6-9 are listings of markup-language statements
expressing test benchmarks and test methods; and

FIG. 10 is a block diagram of a computer hardware.

DETAILED DESCRIPTION

The following US patent application is incorporated by
reference herein:
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Controlling Converged IT Infrastructure, U.S. Applica-
tion No. 61/693,221 filed Aug. 24, 2012.

FIG. 1 shows an example data processing system includ-
ing one or more integrated computing subsystems (ICSs) 10
each being communicatively coupled to a system manage-
ment subsystem 12. As described more below, each ICS 10
includes hardware computing components from the different
domains of computing components, network components
and storage components, as well as system software com-
ponents such as operating systems and virtualizing software
such as hypervisors. A given system may utilize as many
ICSs 10 as necessary to support a given workload, and ICSs
10 can be added incrementally over time to support increas-
ing workloads. The term “integrated” refers to both logical/
functional and physical packaging that provides a unitary
aspect to the collection of computing components in each
ICS 10. For example, an ICS 10 may be designed to be
deployed using a set of one or more equipment racks with
predefined positions and interconnection options for the
components. Further, an ICS 10 is tested, configured and
managed as a unit, and may be subject to an explicit
qualification standard as a unit, so that those designing large
systems can use ICSs 10 as standardized building blocks
with confidence in their expected performance. In one
embodiment, an ICS 10 may be realized as a VBlock™
system sold by VCE Company.

The system management subsystem 12 is used for system
management tasks vis-a-vis the ICSs 10 such as configura-
tion, monitoring, testing, etc. Such tasks may also be
referred to as “maintenance and operating” or M & O
activities. As described more below, one significant feature
of the system management subsystem 12 is its use of an
integrated representation of all managed components in the
ICSs 10, including both hardware and software resources
and across different domains of hardware resources in
particular. Additionally, the system management subsystem
12 includes structures and functions that can be used for
compliance testing of each ICS 10, such as whether the
actual configuration of a given ICS 10 complies with a
specified benchmark configuration. Compliance testing
makes use of the integrated representation for flexible,
efficient and powerful specification of compliance rules and
tests.

FIG. 2 shows an example structure of an ICS 10. It
includes a set of servers 20, which may be so-called “blade”
servers having a compact, modular form for ready inclusion
into a standard equipment rack. Also included is a storage
subsystem 22 which includes one or more sets or “arrays” of
storage devices (e.g., disk drives) and associated storage
controllers. The ICS 10 further includes network or inter-
connection circuitry shown as cluster interconnect 24 and
storage interconnect 26. The cluster interconnect 24 pro-
vides high-capacity data interconnections between the serv-
ers 10 and other parts of the system, including local-area
and/or wide-area networks (LAN/WAN) 28 and the storage
subsystem 22 via the storage interconnect 26. The storage
interconnect 26 provides storage-oriented (e.g., block-ori-
ented) high-capacity data interconnections between the stor-
age subsystem 22 and the servers 20 via the cluster inter-
connect 24. An ICS may be structured differently in some
embodiments, including those employing network-attached
storage which may not utilize the specialized storage inter-
connect 26.

Although not depicted in FIG. 2, the various components
of'an ICS generally each include some type of management
interface enabling an external management application or
device to both provide and obtain component-specific man-
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agement information. For example, network switches uti-
lized to realize the interconnects 24, 26 may provide a
so-called Simple Network Management Protocol (SNMP)
interface enabling a separate SNMP management applica-
tion to interrogate a switch for operational information (e.g.,
hardware status indicators, network traffic counters, event
information, etc.) and to provide input to tailor operation
(e.g., configuration information, parameter values). Some
management protocols provide for reporting asynchronous
events that may require specific prompt attention. SNMP, for
example, includes “trap” messages/transactions usable for
such event reporting. The system management subsystem 12
is functionally coupled to each of these component-specific
management interfaces. In some cases, the coupling may be
direct, i.e., via a specific component-specific connection,
while in other cases there may be an intermediate compo-
nent manager potentially providing a somewhat more
abstracted view of its underlying component(s).

FIG. 3 shows an example structure of the system man-
agement subsystem 12. It includes a monitor subsystem 30,
database subsystem 32, and system management engines/
applications including a compliance engine 34 and poten-
tially other management applications 36. As indicated, the
monitor subsystem 30 has functional components including
component management (CM) drivers, discovery coordina-
tor, and an event subsystem. The CM drivers are for the
component- or protocol-specific management interfaces to
the components of the ICS 10, identified as “ICS COMPs”.
The discovery coordinator has responsibility in a discovery
process by which the structure and status of the ICSs 10
becomes known and corresponding system information
becomes stored in the database 32. The event subsystem
provides for detection and reporting of events (e.g., SNMP
traps) as well as for event signaling within the management
subsystem 12 itself. Examples are described below.

As also indicated in FIG. 3, the database subsystem 32
includes an integrated object model (OM) management
database 37 for the system and exports an OM application
programming interface (API) 38 via which the management
applications 34, 36 obtain management information stored
in the OM database 37. In one embodiment, the OM API 38
may utilize a protocol for distributed access known as
Representational State Transfer (REST). A REST API
employs uniform resource locators (URLs) and/or uniform
resource identifiers (URIs) to specify resources or objects
that are the subject of REST commands and responses, as
generally known in the art. Certain details of the OM
database and OM API 38 are provided below.

The compliance engine 34 is a specialized management
application for assessing whether the system, and specifi-
cally each ICS 10, complies with certain well-defined speci-
fications for configuration or other aspects of design and/or
deployment. It does this based on management information
it obtains from the database 37 using the OM API 38. More
detail about the compliance engine 34 and its operation are
given below. As shown, it may also have one or more
additional interfaces 40 to the monitor 30, or in some cases
even directly to component managers for the components of
the ICSs 10, to obtain management information that for
some reason is not obtainable via the database 37 and OM
API 38.

As mentioned, in one embodiment the OM database 37 is
structured as a set of objects or “resources” and the OM API
38 employs URLs to identify resources that are the subject
of requests and responses. More particularly, the OM API 38
may employ a so-called Representational State Transfer
(REST) Web Services interface for the OM database 37
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having a complete set of URLs to obtain data on the entire
physical model discovered on an ICS 10. The set of REST
resources may be organized according to an XML-style
schema. While the remaining description makes specific
references to a REST type of implementation, in alternative
embodiments other types of interfaces may be used includ-
ing those following the Simple Object Access Protocol
(SOAP).

The following is an example of a URL identifying a
resource in the OM database 37, in this case a listing of
“fabric interconnects”, which are components within the
cluster interconnect 24 of FIG. 1. This URL is included in a
REST request sent from the compliance engine 34 to the OM
database 37, after being obtained from an OVAL test defi-
nition for some test directed to a fabric interconnect:

http://localhost:port/om/computesystem/{ computesystem
id}/fabricinterconnects

The following is an example portion of a corresponding
REST response. The information for the fabric interconnects
is provided as a set of tagged values. The REST response for
the fabricinterconnects object includes tagged segments or
groups of statement for each individual fabric interconnect
device, which is a system component, as well as individual
tagged values which are attributes of the fabric interconnect
device (e.g., its last operational status as shown in the
example below). Within the group of statements for a given
object may be URLs for sub-components, usable in separate
REST requests to obtain more specific information about
them. For example, a fabric interconnect includes circuit
modules called “fabric modules”, so each fabricinterconnect
group includes a corresponding tagged URL for this sub-
object.
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and content documents, where the content documents pro-
vide the actual usable information according to schemas
described in the schema documents.

In the description that follows, the specific case of using
XCCDF and OVAL is assumed, and thus the elements 54
and 56 are referred to as the XCCDF files and OVAL files
56. This is merely for convenience and ease of understand-
ing and is not to be interpreted as limiting.

The process components 52 include respective interpret-
ers for the requirements (XCCDF) files 54 and tests (OVAL)
files 56, shown as an XCCDF interpreter 58 and OVAL
interpreter 60 respectively. They also include separate con-
trol components (CNTL) 62 that manage different aspects of
the operations performed by the process components 52 as
a unit. The control components 62 include a compliance API
64 via which a client application configures, executes, and
obtains results from units of compliance testing operations
referred to as “scans”. The OVAL interpreter 60 includes a
requestor-side implementation of the OM API 38, and may
include other interfaces 40 as mentioned above. Techniques
for parsing or interpreting XML are generally known in the
art and may be utilized in realizing the interpreters 58, 60.
In fact, in one embodiment an available open-source
XCCDF interpreter may be used. However, the use of a
custom OVAL schema means that the OVAL interpreter 60
will be correspondingly customized, so that an off-the-shelf
or open-source implementation may not be suitable.

FIG. 4 includes an arrow from the XCCDF interpreter 58
to the OVAL interpreter 60. This represents a logical flow of
information arising from the respective functions of the
XCCDF content 54 and OVAL content 56. The XCCDF
content 54 expresses configuration requirements in the form

<fabricinterconnects>
<fabricinterconnect>
<dbId>897987</dbId>
<calculatedStatus>unknown</calculatedStatus>
<description>Mock Cisco UCS 61x0 Fabric Interconnect
A</description>
<lastOperStatus>unknown</lastOperStatus>

<fabricmodules™>

http://localhost:8080/fim/fabricinterconnect/897987/fabricmodules

</fabricmodules>
</fabricinterconnect>

</fabricinterconnects>

FIG. 4 shows an example structure of the compliance
engine 34, which includes content elements 50 and process
components 52. Content elements 50 include data files
specifying requirements (REQ'Ts) 54 and those specifying
tests 56. As shown, these may be organized according to
certain standards used in compliance testing known as
eXtensible Configuration Checklist Description Format
(XCCDF) and Open Vulnerabilities Assessment Language
(OVAL) respectively. Both XCCDF and OVAL employ
eXtensible Markup Language (XML) according to corre-
sponding XML schema. In one embodiment, an XCCDF-
based requirements file 54 may use a standardized XCCDF
schema for defining rules that collectively represent a con-
figuration benchmark against which the system is to be
tested for compliance. As described in more detail below, the
OVAL-based tests file 56 may employ a more customized
schema tailored for use with the integrated OM database 37
and API 38. As indicated, the information provided from the
content elements 50 includes both schema documents (docs)
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of rules, for example, but does not represent how to actually
test a system for compliance with the rules. That part of
compliance testing is provided by the OVAL content 56—it
specifies particular tests to be performed, with references to
system components and their attributes as represented in the
OM DB 37, along with particular numerical and/or logical
conditions to be satisfied. The rules in the XCCDF files 54
contain references to corresponding tests that are defined in
the OVAL files 56 and implemented in the OVAL interpreter
60. Thus, part of operation is passing test references
obtained from parsed XCCDF rules into the OVAL inter-
preter 60 where they are used to select specific OVAL tests
and to provide comparison values used in the tests.
Examples are given below.

FIG. 5 shows an example of functions performed in
compliance testing at a high level. At 70, the XCCDF
interpreter 58 parses the XCCDF file(s) 54 in order to obtain
test references as well as comparison values, where the test
references identify tests that are defined in the OVAL
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content 56. At 72, the OVAL interpreter 60 is invoked with
the test references and comparison values extracted from the
XCCDF files 54, and at 74 the OVAL interpreter 60 initiates
accesses to the OM DB 37 to obtain actual attribute values
and performs the specified tests using the results. The
control component 62 provides what may be viewed as
“glue” logic that connects the functions provided by the
interpreters 58 and 60 so as to achieve this overall operation.

FIGS. 6-9 provide two examples of content 50. FIG. 6 is
a snippet of a first XCCDF file 54, and FIG. 7 is a snippet
of a corresponding OVAL file 56. In this example, the
XCCDF file of FIG. 6 includes a rule expressing a required
version for a driver called PowerPath/VE. This rule includes
a <check> group referring to a variable identified as “100”
and a definition identified as “100” in an identified OVAL
file. FIG. 7 shows the content of the OVAL file with
definition 100 (near top) as well as variable 100 (near
bottom). The definition includes a <criteria> group describ-
ing an operator (logical AND) and identifying a test (test
100) which appears further on in the code as a group tagged
<esx_test>. The test in turn references an “object” 400 and
a “state” 100, which appear yet further down in the code.
The <esx_object> group contains a locator value for an
object in the OM database 37 containing information about
a PowerPath/VE driver in the system (if any). The
<esx_state> group contains a locator value for a “state” or
attribute of that object, in this case state 100 which is the
PowerPath version string. This group also specifies a vari-
able (var. 100) to be used for testing, as well as the operation
to be performed (pattern match). In operation, the OVAL
interpreter 60 and control logic 62 use these values to query
the OM database 37 via the OM API 38 and to perform the
pattern-matching test against the result that is returned. The
recording and other use of the result is not described herein.
As known in the art, OVAL also supports results files whose
contents can be separately processed as desired for present-
ing results to an application or system user.

FIGS. 8 and 9 present another example that is not
described in detail. In this case the rule and testing are with
respect to the operational status of a network switch, where
the compliant result is a match with the string “operable”.
The XCCDF content (FIG. 8) identifies the requirement
(status equals “operable”) and the OVAL definition to be
used (200), and the OVAL content (FIG. 9) identifies the
object and state from the OM database 37 to be tested.

As mentioned above, one advantage of the presently
disclosed technique is the ability to capture cross-domain
dependencies in compliance testing, i.e., to specify and test
for certain combinations of attribute values among all or any
subset of compute resources, network resources and storage
resources. In one example, not shown, there is a specifica-
tion regarding a degree of network segmentation to limit
scope of a compliance assessment. In such a case, OVAL
criteria is used to examine the segmentation of the network
(physical or virtual) in an ICS 10 to automatically determine
the assets (components) that are in scope for the remainder
of a scan (i.e. whether patches are up to date, etc.).

The following is an example illustrating such dependen-
cies using OVAL coding. In this case, a test is satisfied if
either of two conditions is true. The first condition is that
network segment 1 is “in scope” for (i.e., to be included in)
a scan and the patches are up to date on the servers attached
to the network segment. The second condition is that net-
work segment 1 is not in scope for the scan, i.e., is not to be
tested as part of the scan. “In scope for scan” is an attribute
of a network segment, while “patches up to date” is an

8

attribute of a virtual server (computing software component)
connected to the network segment.

5 Compliant if:
<criteria operator="OR”>
<criteria operator="AND">
<criterion "test whether network segment 1 is in scope for
PCI Assessment™>
<criterion "test whether patches up to date on virtual servers
in network 1>

10 <fcriteria>
<criterion "test whether network segment 1 is NOT in scope for
PCI Assessment™>
<fcriteria>
15 Referring back to FIG. 4, the compliance API 64 may be

used to control all aspects of the compliance scans that are

executed by the compliance engine 34, including for

example starting a scan on demand of a human or machine

user. It may be desirable to automate certain aspects of this
20 control however, and in particular to use “event-initiated”
scans that are started in response to occurrence of one or
more specified events in the system. Event-driven activity
can make use of facilities provided by the above-mentioned
event subsystem of the monitor 30, which can be imple-
mented in the form of a Java message queue for example.
One use of event-initiated scanning is as a response to
changes in the system configuration as may be detected by
the monitor 30, for example. In this case, the monitor 30
detects the change and creates a corresponding event. The
30 compliance engine 34 is configured to listen for such an
event, and upon detecting the event it initiates a compliance
scan. In some cases this may be a full system compliance
scan, while in others it may be a scan more focused and
specific to the change that initiated it. An example of this
kind of operation is the addition or removal of a hardware
component such as a server 20.

FIG. 10 shows an example configuration of a physical
computer from a computer hardware perspective. In one
embodiment, the system management subsystem 12 may be
40 realized as a distinct physical computing platform having
one or more physical computers. In other embodiments, the
system management subsystem 12 may be realized using a
virtual machine organization in which its components are
deployed in one or more virtual machine execution envi-
ronments of physical computers. In the latter case, the
system management subsystem 12 may include computing
hardware of an ICS 10 that it manages, i.e. servers 20.

Referring to FIG. 10, the physical computer hardware
includes one or more processors 80, memory 82, and inter-
50 face circuitry 84 interconnected by data interconnections 86
such as one or more high-speed data buses. The interface
circuitry 84 provides a hardware connection to external
interconnect and other external devices/connections (EXT
DEVs). The processor(s) 80 with connected memory 82 may
also be referred to as “processing circuitry” herein. In
operation, the memory 82 stores data and instructions of
system software (e.g., operating system) and one or more
application programs which are executed by the processor(s)
80 to cause the hardware to function in a software-defined
60 manner. Thus the computer hardware executing instructions
of' a management application, such as described herein, can
be referred to as a management circuit or management
component, and it will be understood that a collection of
such circuits or components can all be realized and interact
with each other as one or more sets of computer processing
hardware executing different computer programs as gener-
ally known in the art.
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While various embodiments of the invention have been
particularly shown and described, it will be understood by
those skilled in the art that various changes in form and
details may be made therein without departing from the
scope of the invention as defined by the appended claims.

While in the above description the various components
are specifically included in respective ICSs 10, in alternative
embodiments some components may be uncommitted to any
particular ICS 10, and virtual machines are provisioned from
the resources on the fly.

For example, the system management subsystem 12 may
be implemented in different ways, specifically using alter-
natives or supplements for obtaining and/or storing the
management information. Some or all management infor-
mation may be maintained in an in-memory data structure
rather than in a database of the type commonly residing on
secondary storage. Additionally, as indicated the compliance
engine 34 may utilize a separate interface apart from the OM
API 38 to access management information.

One particular use scenario may be in a host-tenant
environment in which different applications and/or virtual
machines of a set of tenant organizations execute on host-
provided hardware resources. In this kind of system, one or
more tenants may be running their own compliance engine
against components (software and/or hardware) that they are
using, while the hosting organization also runs a compliance
engine that not only checks “common” (not tenant-specific)
components, but also interrogates a tenant’s compliance
engine for its compliance state. This interrogation may be
over a specialized interface to which the compliance engine
34 connects to the other compliance engine.

In another scenario the compliance engine 34 may check
whether data it requires is in the database (OM DB 37), and
if not, uses some alternative means to fetch the data for an
evaluation. For example, a system component may be
unsupported in the database/object model, but it has attri-
butes to be tested for compliance evaluation (e.g., logical
configurations, or simply settings that have not yet been
included in the object model).

In the above description examples are given using XML-
based languages, but in other embodiments other types of
markup language may be used.

Additionally, there are a wide variety of other types of
system components, including software types, that fall
within the scope of compliance testing as described herein.
Specific examples of software types are a hypervisor and an
operating system or application running either on a hyper-
visor or directly on server 20. There are common scenarios
where context for such components is relevant for a com-
pliance assessment. For example, it may be required that
different workloads (applications) from different customers
be executed on different physical servers 20, which can be
seen as a required relationship between a hardware type of
component and a software type of component. In an example
of a required relationship between different software com-
ponent types, certain types of applications may be required
to run on hypervisors with specific configurations. Testing
for compliance requires contextual information in addition
to the kinds of hardware-focused information described
above.

It is also noted that the content 50 may have either a
relatively static or a more dynamic nature. In one case,
reference configurations may be defined and be applicable
across a large number of systems for long periods (months
or years). In this case it may make sense to create one or
more benchmarks represented in XCCDF and OVAL files
54, 56, and utilize these files in a number of systems without
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modification. This is an example of a static benchmark. In
other cases, either the process 52 or another process in a
particular system may be used to tailor comparison values
and/or whole rules before starting a scan. For example, a
default rule may require that all passwords in a system be at
least 12 characters in length. A system manager may to
change this comparison value to “14” or “10”, for example,
which may be more consistent with a particular environment
or company standard. This is an example of a more cus-
tomizable or dynamic benchmark.
What is claimed is:
1. An apparatus for testing compliance of a computing
system, the apparatus comprising a processor and a memory
storing executable instructions that in response to execution
by the processor cause the apparatus to at least:
receive a collection of rules in a first set of markup-
language statements, the collection of rules represent-
ing a configuration benchmark against which a com-
puting system is to be tested for compliance, the
computing system having interconnected components;

parse the collection of rules to obtain test references to
tests and comparison values used therein, the tests
being defined in a second set of markup-language
statements, with references to at least some of the
interconnected components and their attributes as rep-
resented in a database organized as an object model of
the computing system, the object model expressing
physical and functional relationships among the inter-
connected components; and

invoke an interpreter with the test references and com-

parison values to perform the tests defined in the

second set of markup-language statements using the

comparison values, performance of the tests including

the apparatus being caused to:

access the database using the references to the at least
some of the interconnected components and their
attributes to obtain actual values of their attributes;
and

perform the tests to generate results based on compari-
sons of the actual values and corresponding ones of
the comparison values, the results indicating whether
the computing system is compliant with the configu-
ration benchmark.

2. The apparatus of claim 1, wherein the database pro-
vides a Representational State Transfer (REST) interface by
which the actual values are obtained, and

wherein the references to the at least some of the inter-

connected components and their attributes are embod-
ied as structured uniform resource identifiers (URIs)
defined in the REST interface for the at least some of
the interconnected components and their attributes, the
URIs being used in request messages of the REST
interface, and the actual values being returned in cor-
responding response messages of the REST interface.

3. The apparatus of claim 2, wherein each response
message of the corresponding response messages includes a
set of markup-language statements for a component of the at
least some of the interconnected components, in which an
actual value of an attribute of the component is returned as
a tagged value, and including one or more statements having
respective URIs for other components of the interconnected
components.

4. The apparatus of claim 1, wherein the second set of
markup-language statements includes respective test defini-
tions for the tests, and

wherein for a rule of the collection of rules, a test

definition of the respective test definitions includes
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references to multiple ones of the interconnected com-
ponents and their attributes, and two or more distinct
conditions one or more of which are to be satisfied by
the multiple ones of the interconnected components for
the computing system to comply with the rule.

5. The apparatus of claim 1, wherein the interconnected
components include different types of hardware compo-
nents, and the object model expresses physical and func-
tional relationships among the interconnected components
including the different types of hardware components.

6. The apparatus of claim 5, wherein the interconnected
components further include different types of software com-
ponents, and the object model expresses physical and func-
tional relationships among the interconnected components
including the different types of hardware components and
the different types of software components, and

wherein a rule of the collection of rules specifies a

relationship between a hardware component and soft-
ware component of respectively the different types of
hardware components and the different types of soft-
ware components, and a test of the tests is for compli-
ance with the rule.

7. The apparatus of claim 5, wherein the interconnected
components further include different types of software com-
ponents, and the object model expresses physical and func-
tional relationships among the interconnected components
including the different types of hardware components and
the different types of software components,

wherein the different types of software components

include a virtualizing software component, and an
operating system or application component, and
wherein a rule of the collection of rules specifies a
relationship between the virtualizing software compo-
nent, and the operating system or application compo-
nent, and a test of the tests is for compliance with the
rule.
8. A method of testing compliance of a computing system,
the method comprising:
receiving a collection of rules in a first set of markup-
language statements, the collection of rules represent-
ing a configuration benchmark against which a com-
puting system is to be tested for compliance, the
computing system having interconnected components
including different types of hardware components;

parsing the collection of rules to obtain test references to
tests and comparison values used therein, the tests
being defined in a second set of markup-language
statements, with references to at least some of the
interconnected components and their attributes as rep-
resented in a database organized as an object model of
the computing system, the object model expressing
physical and functional relationships among the inter-
connected components including the different types of
hardware components; and

invoking an interpreter with the test references and com-

parison values to perform the tests defined in the

second set of markup-language statements using the

comparison values, performance of the tests including:

accessing the database using the references to the at
least some of the interconnected components and
their attributes to obtain actual values of their attri-
butes; and

performing the tests to generate results based on com-
parisons of the actual values and corresponding ones
of the comparison values, the results indicating
whether the computing system is compliant with the
configuration benchmark.

10

30

40

45

55

65

12

9. The method of claim 8, wherein the database provides
a Representational State Transfer (REST) interface by which
the actual values are obtained, and

wherein the references to the at least some of the inter-

connected components and their attributes are embod-
ied as structured uniform resource identifiers (URIs)
defined in the REST interface for the at least some of
the interconnected components and their attributes, the
URIs being used in request messages of the REST
interface, and the actual values being returned in cor-
responding response messages of the REST interface.

10. The method of claim 9, wherein each response mes-
sage of the corresponding response messages includes a set
of markup-language statements for a component of the at
least some of the interconnected components, in which an
actual value of an attribute of the component is returned as
a tagged value, and including one or more statements having
respective URIs for other components of the interconnected
components.

11. The method of claim 8, wherein the second set of
markup-language statements includes respective test defini-
tions for the tests, and

wherein for a rule of the collection of rules, a test

definition of the respective test definitions includes
references to multiple ones of the interconnected com-
ponents and their attributes, and two or more distinct
conditions one or more of which are to be satisfied by
the multiple ones of the interconnected components for
the computing system to comply with the rule.

12. The method of claim 11, wherein the multiple ones of
the interconnected components include different types of
hardware components.

13. The method of claim 8, wherein the interconnected
components further include different types of software com-
ponents, and the object model expresses physical and func-
tional relationships among the interconnected components
including the different types of hardware components and
the different types of software components, and

wherein a rule of the collection of rules specifies a

relationship between a hardware component and soft-
ware component of respectively the different types of
hardware components and the different types of soft-
ware components, and a test of the tests is for compli-
ance with the rule.

14. The method of claim 8, wherein the interconnected
components further include different types of software com-
ponents, and the object model expresses physical and func-
tional relationships among the interconnected components
including the different types of hardware components and
the different types of software components,

wherein the different types of software components

include a virtualizing software component, and an
operating system or application component, and

wherein a rule of the collection of rules specifies a

relationship between the virtualizing software compo-
nent, and the operating system or application compo-
nent, and a test of the tests is for compliance with the
rule.

15. A computer-readable medium for testing compliance
of a computing system, the computer-readable medium
being non-transitory and storing a set of computer instruc-
tions executable by a computerized device to cause the
computerized device to at least:

receive a collection of rules in a first set of markup-

language statements, the collection of rules represent-
ing a configuration benchmark against which a com-
puting system is to be tested for compliance, the
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computing system having interconnected components
including different types of hardware components;

parse the collection of rules to obtain test references to
tests and comparison values used therein, the tests
being defined in a second set of markup-language
statements, with references to at least some of the
interconnected components and their attributes as rep-
resented in a database organized as an object model of
the computing system, the object model expressing
physical and functional relationships among the inter-
connected components including the different types of
hardware components; and

invoke an interpreter with the test references and com-

parison values to perform the tests defined in the

second set of markup-language statements using the

comparison values, performance of the tests including

the computerized device being caused to:

access the database using the references to the at least
some of the interconnected components and their
attributes to obtain actual values of their attributes;
and

perform the tests to generate results based on compari-
sons of the actual values and corresponding ones of
the comparison values, the results indicating whether
the computing system is compliant with the configu-
ration benchmark.

16. The computer-readable medium of claim 15, wherein
the database provides a Representational State Transfer
(REST) interface by which the actual values are obtained,
and

wherein the references to the at least some of the inter-

connected components and their attributes are embod-
ied as structured uniform resource identifiers (URIs)
defined in the REST interface for the at least some of
the interconnected components and their attributes, the
URIs being used in request messages of the REST
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interface, and the actual values being returned in cor-
responding response messages of the REST interface.

17. The computer-readable medium of claim 16, wherein
each response message of the corresponding response mes-
sages includes a set of markup-language statements for a
component of the at least some of the interconnected com-
ponents, in which an actual value of an attribute of the
component is returned as a tagged value, and including one
or more statements having respective URIs for other com-
ponents of the interconnected components.

18. The computer-readable medium of claim 15, wherein
the second set of markup-language statements includes
respective test definitions for the tests, and

wherein for a rule of the collection of rules, a test

definition of the respective test definitions includes
references to multiple ones of the interconnected com-
ponents and their attributes, and two or more distinct
conditions one or more of which are to be satisfied by
the multiple ones of the interconnected components for
the computing system to comply with the rule.

19. The computer-readable medium of claim 18, wherein
the multiple ones of the interconnected components include
different types of hardware components.

20. The computer-readable medium of claim 15, wherein
the interconnected components further include different
types of software components, and the object model
expresses physical and functional relationships among the
interconnected components including the different types of
hardware components and the different types of software
components, and

wherein a rule of the collection of rules specifies a

relationship between a hardware component and soft-
ware component of respectively the different types of
hardware components and the different types of soft-
ware components, and a test of the tests is for compli-
ance with the rule.
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